
Keeping your People Data Secure 
- A Checklist for HR Teams
Take the first step towards ensuring that your confidential people data remains 
secure with this handy checklist. 

Whether stored in the cloud or digitally on-premise, data can be vulnerable when it 
is not proactively managed...

1 Allocate responsibility for data security within your HR team. It’s important for HR to take 
ownership and not view the security of a company’s people data as an ‘IT issue’.

2 Establish processes for clear communication between IT and HR to ensure:

	 	HR teams know what access employees have to internal systems, including  
                 shared systems

	 	Which employees are using personal devices to access company information/systems 
       (you should have a policy in place for use of personal devices and BYOD)

	 	Which dates employees are due to leave the company

3 Ensure off-boarding procedures kick in once notice has been given - allowing IT enough time to 
plan for terminating access to emails, cloud databases, telephone systems, VPNs, HR & payroll 
systems, and to recover any data from personal or company devices used by the employee.

4 Consider investing in an HR system that can be integrated with other business systems, in 
order to automatically disable accounts on leaving date and to prevent re-keying (and viewing) of 
data.

5 If not an option - ensure you have processes in place to inform IT re leave dates and ensure 
shut down of access.

6 Purge data that you no longer require, e.g. bank details for a leaver after their last payment.  
Some HR systems now have functionality to do this automatically to comply with GDPR.

7 Establish clear password guidance for employees, in collaboration with IT. Many organisations 
have a policy whereby passwords must be updated every 6 weeks or per quarter - with reminders 
communicated through an intranet system. This can be made mandatory.

8 Implement two-factor authentication within your HR system. With two-factor authentication  
enabled, you log in by entering your username and password as normal. The user is then 
prompted to enter a code that is either emailed to you or sent to your phone by text message. 
This extra step may be frustrating for employees, but it will bolster your security.

9 Draw up a formal cyber security policy including reporting procedure and communicate  
regularly to employees. Don’t just upload to your intranet or include in your company handbook 
and assume it has been read.
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10 Many internal hr systems will allow you to set ‘mandatory reads’, prompting employees  
to read important policies and procedures at login.

11 Establish simple, yet comprehensive training for all employees - work with internal marketing 
teams to produce emails, newsletters, posters etc to reinforce messages on how to protect data.

12 Consider face to face or group workshops on data security. This will ensure that the message 
hits home and will make any written reminders more effective. Include simple examples of how a 
breach can occur.

13 Work with IT to restrict access to certain websites for groups of employees. This includes  
social media sites which a common sources of security breaches. It’s important for IT to  
understand the job roles of individual employees and what access is ‘necessary’ for them to do 
their job.

14 Regularly audit security profiles and who has access to data.  When people are promoted or 
change roles, their requirements to access data may also change.

15 Set up a process to inform IT when someone’s job role changes to ensure they can review 
access.

16 Go paperless!  It’s a lot easier to control and manage e-documents than pieces of paper  
(e.g. contracts for new starters have sensitive data in them).

17 Ensure you have an update strategy in place. It’s essential that your HR systems are regularly 
updated - this helps to keep them protected against vulnerabilities and viruses, which are  
continuously evolving.

18 Have a clear strategy on HR updating HR data.  Many companies prevent HR teams from  
having access to HR data, or at least their own.  And they certainly shouldn’t be allowed to  
update their own.

19 Ensure all spread sheets holding people data are password protected.

20 Enable a timeout on your HR system, so if it is inactive for a period of time it will automatically 
timeout.

21 If you are a global company and may be transferring data outside of the EU, you must ensure 
you are doing so legally: https://dataprivacy.foxrothschild.com/tags/model-contract-clauses/.
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